THIS YEAR GIVE THE GIFT OF
CYBERSECURITY

Internet-connected devices such as smart cameras, smart TVs, watches,
toys, phones, vacuums, fridges, and tablets provide a lot of convenience
to our lives, but they also bring privacy and security risks if they are not
set up properly. The DIG created this checklist to help use your new
internet-connected devices while keeping them secure.

If you are purchasing an internet-connected gift for someone or receive
one yourself this holiday season, print out this checklist to give your
loved ones the gift of being cyber-secure. If you need assistance with
your cyber-needs or have cybersecurity questions, contact the DIG.
Have a great holiday season!

CONGRATULATIONS ON
YOUR NEW DEVICE!

We've provided best practices to help you securely
connect your new device to the internet below. For
more information about each of these items, visit
thecyberdig.com/cybersecure2023

‘& HAPPY HOLIDAYS!

Use strong passwords or passphrases.

Change the device's default password.

Enable MFA on all accounts that allow it.

Tailor privacy and security settings to meet your needs.
Deactivate features you don't need.

Connect smart devices in your home to the Guest Wi-Fi.
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Keep devices up to date by installing updates.
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